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WEB APP SECURITY: A DEEP DIVE 

 

At Palomino, we build web applications that support business processes. These web 
applications are an extension of an existing business - no more, no less.  

They help our clients process data in real-time, offload onerous and error-prone 
administrative tasks onto self-serve customer portals, and gather larger amounts of data 
about their clients than ever before.  

Moving these processes into the cloud has become a natural progression for any 
business. Of course, there are risks associated with this transition, and often, these 
risks are not very well understood. Every business owner dreads the feeling that one 
day, they will hear that their business data has been compromised, leaked, or hacked in 
any way. Few know how to adequately protect their business, and handle this risk.  

In this article, we would like to demystify web application security risk and provide a 
step-by-step guide on how to manage business risk. 

First off, you are never 100% safe. Ever. 
One truth you need to become accustomed to when managing your data security risk: 
you are never completely safe. No matter how much any business can invest into 
data protection, there is no complete elimination of all risks related to data security.  
 
In fact, believing that your web application is “unhackable” is, like, Captain Edward John 
Smith thinking that the Titanic was unsinkable. Adopting the view of 100% protection 
exposes us to omit the most important aspect of risk management: mitigation. Clearly, 
the Titanic was ill-equipped for mitigation, with too few lifeboats to save all passengers. 
 
The question is simply, how much risk exposure is there, and are you doing 
everything reasonable to protect the data you hold from threats such as hackers, bots, 
spammers and viruses. 
 

Determine your Risk Tolerance 
Performing a security risk assessment without prior determination of your business’ risk 
strategy is like investing for retirement without assessing your appetite for stock volatility 
first. 
 
It is important to know how much risk - and by extension - how much loss your business 
is able to handle. Losing a client’s data is a terrible incident and certainly will result in a 
serious breach of trust. However, does it ruin your business, or can it be dealt with an 
appropriate remuneration or refund policy? Determining this loss tolerance, combined 
with the likelihood of such a loss to occur, will help you prepare an appropriate coping 
plan. 

http://www.webpal.net/blog/2013/10/top-4-myths-about-the-private-cloud/
http://www.webpal.net/blog/2013/10/top-4-myths-about-the-private-cloud/
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Below are sample losses and potential coping strategies: 
 

LOSS/DAMAGE COPING STRATEGY 

Loss or deletion of an end-user’s 
personal profile data 

Apology to the end-user, and restoration of 
data from backup. 

Public web site hacked and showing 
nasty images or distributing viruses 

Repair the site immediately and offer concise 
explanation to end-users 

Leak of some end-user’s personal 
data to unauthorized third parties 

Offer a mass-apology by the CEO, and hope 
that enough customers remain to continue 
running the business 

Loss of all clients’ personal profile 
data without backup 

No coping possible - close business or change 
business model (options are: bunny farm or 
coffee shops) 

 

Clearly, not all losses can be coped with adequately to allow for continued business 
success. These losses need to be reduced in both the size, and in the likelihood of 
occurrence as much as possible, or your data-run business may find an untimely death. 
 

Don’t analyze web application risk in isolation 
When faced with the question of “is my web application secure?” The natural reaction is 
to throw a tool or process at the question, such as a monthly security scan or 
performing a one-time server hardening effort. Don’t fall into this trap of false sense 
of security. To truly know your exposure, it is important to review your cloud adoption 
in conjunction with other online and offline business processes. These can be related to 
your end-user profile, email practices, document storage, employment turnover, or 
network security.  
 
For example, if the application houses sensitive client documents for access by staff 
members, yet it is also common practice to store copies of these documents on 
unsecured USB drives, then a heightened security for the web application is of little 
impact on your overall risk exposure unless the USB-stick practice is eliminated at the 
same time. 

 
Anecdote (true story): a new client called on us to review an existing web 
application, with the goal to assess code quality and application security. 
The outcome of the assessment was to determine value of the intellectual 
property. While the security profile of the application itself was not stellar 
but adequate, the client staff’s use of the application created gaping 
vulnerabilities. Not only were default passwords like “hello1234” used, but 
they were also shared between employees, notably via unsecured email. 
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Clearly, the client had much larger security issues to address than the 
web application security itself. On the upside, changing staff behaviour 
was quickly achieved, at minimal costs. 

 
→ We recommend to have a close look at all business practices related to data, 
alongside with any web application security assessment. 
 

Understand the Difference: Prevention and Mitigation 
How do we reduce our risk of exposure? What are we exposed to? Understanding the 
differences between the factors that compose a risk is important in order to determine 
what we can do to reduce it. 

 
Some definitions: 
 
Vulnerability: some “hole” or inadequacy of a web application or data system - a 
weak spot that can potentially be exploited by a threat aiming at penetrating the 
system. For a list of the most common vulnerabilities, refer to the OWASP Top-
10 List. 
 
Threat: an external agent or environment that is volatile and can cause damage, 
if directed against a data system. 
 
Incident/Compromise: an event of a threat penetrating a data system, with or 
without intention to cause damage to it, but usually at least with intention to 
abuse it in some manner. 
 
Prevention: processes or system in place to prevent a compromise from 
happening. 
 
Risk: likelihood that an incident occurs, usually in the context of a timeframe, e.g. 
“25% chance that incident X happens in the next 12 months”. 
 
Damage/Loss: overall (worst-case) damage caused by an incident. This could 
be data loss, loss of trust, penalties, lost business or measured in many other 
ways. 
 
Mitigation: process or strategy in place or planned which aims to reduce the 
damage resulting from an incident. 
 
Data Loss: Loss of data as a result of unauthorized deletion or corruption, which 
makes it unusable. Data loss and data leak are not the same. 
 
Data Leak: unauthorized extraction of partial or all data from a system. The data 
is now in the hands or unauthorized agents and could be abused. 
 

https://www.owasp.org/index.php/Top_10_2013-Top_10
https://www.owasp.org/index.php/Top_10_2013-Top_10
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Downtime/Business Loss: loss of revenue and customer confidence resulting 
from unexpected inoperability of a compromised system 

 
Determining exposure is an exercise of identifying targeted or random threats that 
could be directed against the application, and scanning for vulnerabilities that can 
expose the app to these threats. Depending on the severity of these vulnerabilities, it is 
possible to calculate a threat risk, which is the likelihood of a compromise originating 
from the particular threat.  
 

Add up all these risks, and you get an overall risk score that you may or may not be 
comfortable with. 

 

Take Comfort in Loss 
In the end, there is always some risk remaining, and for each individual risk item, your 
business model and risk tolerance should dictate whether you can accept the potential 
loss associated with this risk or whether it is time to do something about it.  

 

An Example 
For example, assume a risk of “a 0.1% chance that the application server may get 
compromised with a root-level exploitation due to a targeted attack within the next 12 
months”, and a worst-case scenario loss of “the hacker posts our clients most intimate 
information on public forums”. 
 
Depending on your business model, we would likely recommend to not accept the 
potential worst-case scenario loss, and look for options: 
 

Option A: Prevent. Reduce the likelihood of the incident by closing more 
vulnerabilities. This will possibly reduce the risk to a miniscule chance you (or 
your insurance) are willing to take. 
 
Option B: Mitigate. Reduce the worst-case damage to an acceptable level by 
reducing the amount of data a hacker could possibly find on the server. While 
this doesn’t change the likelihood of the incident to occur, it limits the potential 
damage if it does. 

 

Conclusion 
Choose the right risk reduction strategy - prevention or mitigation - or a combination of 
both - largely depends on cost of implementation, turnaround, impact on the business 
and end-users, and other business factors.  
 
A deep understanding of the potential technical solutions is paramount. We recommend 
to have frequent risk assessment meetings between all stakeholders and openly 
discuss worst-case scenarios. 



 

Palomino Inc. | 404-533 College St. | Toronto, ON, M6G1A8 | 416-964-7333 | www.palominosys.com 5/6 

Most important, the effort or web application security risk management should not be 
limited to your technical team only. Web application security is not a black and white 
“checking this off” matter, but rather a balance that involves input and needs from all 
business units. 
 
Ultimately, in the case of a disaster, the buck stops with the CEO. 
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© 2016 Markus Latzel, Palomino Inc. 
 
The content of this article represents my opinion and values as CEO of Palomino. We 
have naturally adapted the principles in this article for custom web solutions risk 
assessment for our clients.  
 
If you would like to find out more, or talk to us about assessing the risk associated with 
your existing web solution, contact: markus@palominosys.com, 1-866-360-0360. 

mailto:markus@palominosys.com

